Consequence Analysis Theory for Alarm Analysis

Fredrik Dahlstrand
Department of Information Technology, Lund University
SE-221 00 Lund, Sweden
fredrikd@t.lth. se

Alarm analysis is the task of finding the root cause of a
failure situation in an industrial process. In this paper a
new approach for performing alarm analysis using mul-
tilevel flow models (MFM) is introduced. This approach
is compared with existing methods for alarm analysis
using MFM. The result of the alarm analysis presented
in this paper is a set of explanations that fits the
observed state of the process. Furthermore, it is shown
that the old algorithms is a special case of the algorithm
presented here.

1 Introduction

Most modern industrial processes are often equipped with a
large number of sensors. The information from the sensors is
provided to the plant operators, who perform supervision of the
process. In larger processes it is a very complex task for the
operators to get an overview of a failure situation since even a
small fault may cause the supervision system to trigger several
hundred alarms in a short time interval. This stressful situation
may cause the plant operators to make more or less serious
mistakes since they are unable to sort out which alarms that are
important, and which alarms that are not. Even a single fault
may give rise to a complex alarm situation since the fault may
have consequences that trigger other alarms. If there is a single
fault with several of consequential faults it is not a straightfor-
ward task for the operator to identify the root cause. Depending
on the instrumentation of the process the alarms may arrive to
the plant supervisory system out of order, that is, the root cause
of the alarm situation may not be the first alarm that arrives in a
multiple-alarm situation.

The task of an alarm analysis system is to aid the plant
operator by determining which alarms are root causes and
which alarms are consequences. It is important to note that
even if an alarm is a consequence alarm it may still be more
important than the root cause. For example, if the feed water
pumps in a nuclear power plant would fail, the reactor will not
receive enough cooling. The main hazard in this situation is a
nuclear meltdown, so the task with the highest priority is not to
repair the broken feed water pump, but rather to cool the reac-
tor core.

There exist several approaches to perform consequence
analysis (cause-effect analysis) using qualitative models.
Signed Directed Graphs (SDG) (see for example [13]) is an
approach where the vertices in the signed directed graph repre-
sent process variables and the edges shows how these variables
interact with each other. Fuzzy Cognitive Maps (FCM) [6] are
also based on signed directed graphs, where the vertices repre-
sent events, and the edges represent the causal relationship

between these events. The classical method for failure analysis
is Failure Mode and Effect Analysis (FMEA), which analyses
all components, their failure modes, and impact on plant opera-
tion. This approach is not able to handle combinations of fail-
ures. To give a more detailed failure analysis, the Fault Tree
Analysis (FTA) method may be used. FTA uses logical rela-
tions between component faults to model more complex pro-
cess failures. Both FMEA and FTA suffer from modeling
problems; it is difficult to find all possible ways a component
may fail, and it is even harder to figure out which component
faults may interact to cause complex failure situations. An
approach that attacks the problem from another angle is the
Goal Tree-Success Tree (GTST) method [5]. This method mod-
els the goals and subgoals of the plant and which components
that need to be available for achieving these goals. This paper
will focus on alarm analysis using Multilevel Flow Models
(MFM), which is explained later.

In this paper an observation is the measured state of one of
the process components, for example the level in a tank. How-
ever, it is not necessary that the measurements are taken
directly from the process. They could also be laboratory tests,
or estimations of non-measurable process variables. The
important thing is that the measurements are correct. For the
rest of this paper it is assumed that there exist methods that
provide the algorithm with correct observations.

In Section 2 multilevel flow models are described. In Sec-
tion 3 the definitions will be illustrated by using a small exam-
ple. In Section 4 there is a somewhat larger example, and the
result are compared with the old alarm analysis algorithms.
The last section contains a discussion of the results, and future
work that needs to be done.

2 Multilevel Flow Models

Multilevel flow models (MFM) [11] is a graphical language for
representing the goals and intended functionality of an (indus-
trial) process. A major difference between MFM and other
modeling approaches is that it models the means-
end dimension, rather than the part-whole dimension. There
are three important entities in MFM: goals, functions, and com-
ponents.

Goals represent the intended purposes of the process (the
answer to the question “Why?”). The functions represent the
capabilities of the system (the answer to the question “How?”).
Components are the physical process components, for exam-
ple, pumps, pipes, and valves. One MFM function can repre-
sent the capabilities of one or more components. One
component can also be realized by one or more functions.
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The functions describe the capabilities of the process in
terms of flows of mass and energy. The MFM functions are
connected together to describe a flow. There are ten different
MFM functions, the five most common are:

* Source, provides mass or energy, for example, a bat-
tery.

* Transport, transports mass or energy, for example, a
pump.

* Barrier, prevents the transport of mass or energy, for
example, a closed valve.

* Storage, stores mass or energy, for example, a tank.

* Sink, a drain of mass or energy, for example, a lamp
in an electrical circuit.
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Figure 1. A simple electrical circuit and an MFM model
representing the circuit’s capability of keeping the light
shining.

A simple process is shown in Figure 1. The goal of this pro-
cess is to illuminate its environment by keeping the light shin-
ing. The process has three components; a battery (a source of
electrical energy), a lamp (a drain of electrical energy), and a
cord (a transport of electrical energy) to connect the battery to
the lamp. To the right in Figure 1 is the MFM model of this
process. The gray rectangle with rounded corners represents
the flow of electrical energy in the circuit (from the battery,
through the cord, to the lamp.) The symbols, from left to right,
are the MFM functions, source, transport, and sink. The circle
at the top represents the goal of the process, in this case to keep
the light shining. A collection of MFM functions connected
together to describe a flow is called a network (the rectangle).
The arrow between the network and the goal is an achieve rela-
tion, which means that in order for the goal to be achieved all
functions in the network must be working as intended.

Function Alarm State
Source Low capacity OK
Transport Low flow OK High flow
Barrier OK High flow
Storage Low volume OK High volume
Sink Low capacity OK

Table 1. The alarm states for the MFM functions.

Each MFM function is associated with a number of alarm
states, which were introduced by [7]. For example, the source
may either be working as expected, or it may be in a state of
low capacity, that is, the source is not able to provide as much

mass or energy as required. The source is a passive function in
the sense that it is not possible for the source to provide more
than requested. The transport on the other hand may have a too
low, a too high flow, or a normal flow (see Table 1).

MFM has successfully been used in several projects. In the
Guardian project MFM was used for monitoring patients in an
intensive care unit [10]. MFM was used to model the Sterith-
erm process, which is a process that sterilizes liquid food prod-
ucts, for example milk [7]. In an on-going project MFM is used
for alarm analysis of the Barsebéck nuclear power plant [9].

3 Consequence Analysis

The method for performing consequence analysis presented in
this paper uses causal dependency graphs. These graphs are a
representation of the causal relationship between the MFM
functions. The graphs are not built directly but are the result of
the knowledge put into the MFM model. Even though the
graphs may look complicated, the modeling effort is relatively
simple, since there is only a small number of MFM functions
with a fixed number of connections. An approach of doing
alarm analysis by combining MFM and signed directed graphs
can be found in [3].

Battery Cord Lamp

Figure 2. The causal dependency graph of the MFM
model in Figure 1.

Definition 1. Let G = (V, E) be a graph where the vertices, 7,
represent the fault states for a function, and the edges, E, repre-
sent causal relations between the states. Then G is a causal
dependency graph.

Figure 2 shows the causal dependency graph for the MFM
model in Figure 1. For example, if the battery is running low,
that is, not being able to provide enough electrical energy, then
the electrical current through the cord will be too low. This is
the arrow between the Jow cap state in the battery and the /ow
flow state in the cord in Figure 2.



Definition 2. Given a set 4and a set B = {4, 4,,...,4,}
where 4,00 4 forall 4,0 B . Then B is a partition of 4 if

1. 4= [] 4; and
4,08
2. AinAj =0 forallAl.,AjI]B where i £ .

Each subset 4; is called a cell of the partition.

Definition 3. Let G = (V, E) be a causal graph, and let F be a
partition of ¥ such that all the states in cell F; [ F are mutu-

ally exclusive. The partition F is called a fault state partition
and the cell F; is called a fault state.

For example, the current through the cord in the circuit in
Figure 1 may be either too high, too low or normal. However,
the current cannot be too high and too low at the same time.
The is shown in Figure 2 as gray ellipses containing three
mutually exclusive states. For example, the cord may be either
in the low cap, high cap, or the ok fault state.

Definition 4. Let G = (V, E) be a causal graph with fault
state partition F, and v;, v, O V. Then there is a causal path

P={v,=pypis- P, =V} Dbetween v, and v, if
|F;n P|<1 forall F,0F.

Definition 5. Let G = (V, E) be a causal graph, let F be a
partition of V] and let O = {0,0,,...,0,} be a set of

observed fault states in G Then G' = (V], EI) is the inferred
causal graph where

v = V—[ B Fl.—Oj and

F,OF

E' = {(v[, Vk)|(vi’ v ) OEOv, v, O V[}

Figure 3 shows the inferred causal graph when the observa-
tion is that the electrical current through the cord is too high.
Since we know the fault state of the cord is high flow, we do
not have to consider the cases which involve the other fault
states of the cord. Thus, those states are removed from the
graph together with all causal relations to and from those
states. This is how an causal dependency graph is transformed
into an inferred causal graph.

Figure 3 also shows that since we know the fault state of the
cord, we can make an educated guess of the fault state of the
other functions. The battery is in a state where it provides more
electrical energy than it was designed for, and will be drained
out sooner than expected. There is also a risk that the lamp will
be destroyed since it receives a higher current that it was
designed for. This means that both the battery and the lamp are
in an undesired state and should be considered as faults.

v
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Figure 3. The inferred causal graph (from the graph in
Figure 2) when a high flow through the cord has been
observed.

Definition 6. Let G = (V, E) be a causal graph. Then the cau-
sality closure of G is defined as GU = (V, EL) where
EO={ vivy) |there is a causal path between
v; and Vi in G}

Definition 7. Let G = (V, E) be a causal graph. Given a set of
observations O, G = (VJ, EI) is the inferred causal graph.
Further, let GO = (¥, EL) be the causality closure of G
Then the possible root causes, c® , is defined as

C* = {v| (v v,) DEOOv, 0 0} .

Definition 8. Let G = (V, E) be a causal graph. Given a set of
observations O, G = (V1 , E[) is the inferred causal graph.
Further, let foc® vea possible root cause. Then the effects,

E
¢, of that root cause are defined as

E . . R L
c = {vi|1fthere is a causal path between ¢ and v, in G } .

If a state is a possible root cause there exists an causal path
from that state to at least one of the observed states. Figure 4
shows the possible root causes (the states within squares) when
the electrical current through the cord is observed as being too
low. Note that a state always has a implicit causal path to itself.
All states on the causal path from a root cause is considered
effects of that root cause.



Definition 9. Let C* be a set of possible root causes of obser-

vation O. Then the simple solutions to this situation is defined
as

S = {(c?, cf) c? oc® I:Icf are the effects of cf}.

Battery Cord Lamp Battery Cord Lamp

Battery Cord Lamp

Figure 4. When the flow (electrical current) through the
cord is observed to be too low, there exist three possible
explanations. The states within squares represent the
root cause.

Definition 10. Let s, = (cf,c?) and s, = (CI;, cf) be two

simple solutions then s, is larger or equal to s,, denoted

.~ FE E
s128,,ifc; Oy

Definition 11. Let S = {s,,5,,...,5,} be a set of simple

solutions. Then the largest solution, max S, is defined as

max § = {sk|sk2si forall s;,s; 08} .

Definition 12. Let S = {s,5,,...,5,} be a set of simple

solutions. Then SU = {S,L 8,00 ...,8 0 is a solution parti-
tion of S such that
s, 0= {si|(si Os,) O(s, Os;) forall s, s, 08,3 .

Definition 13. Let S = {s|,5,,...,5,} and let
st={s,05,0...,5,0 be the solution partition of S. Then
the partial explanation, st , is defined as

sF = [max 50,003 .

Battery | Cord Lamp
Low Low
A Cap. Flow OK
B ok | Wl ok
Flow
Low Low
c OK Flow Cap.

Table 2. The three explanations, A, B, and C, for the
alarm situation in Figure 4. The states with gray back-
ground are the root causes respectively.

The alarm situation, the electrical current is too low, in Fig-
ure 4 gives raise to the three partial explanations in Table 2.
Case A means that the battery has run low, and causes the cord
to transport too little electrical energy. This will however not
affect the fault state of the lamp, which will not break if it
receives too little electrical energy. In case B the root cause is
the fact that the flow is too low, that is, the cord may be broken.
In the final case (C) the explanation for the situation is that the
lamp is broken, that is, is not able to receive any electrical
energy. All three explanations are equally plausible, and it is
impossible to distinguish between them without making any
further observations.

[] Effect
P Root Cause

[C] Explained Root Cause

Figure 5. The result of combining the two explanations

Sfanng.

In a larger causal graph it is possible that one partial expla-
nation does not cover all observed states. That means that there
must be more than one root cause. To find a explanation that
satisfies all observations, two or more explanations may be
joined together. Figure 5 show what happens when two expla-
nations are joined together. Some of the root causes in one of
the partial explanations may be explained by a root cause in
one of the other explanations, and should not be considered as
root causes.

Definition 14. Two partial explanations, Sf = (le, Cf ) and

Sf = (Cg, Cg), are joinable if ‘(le O Cg) n Fk‘ <1 for all
F, O F, where F is the partition of all states in the model. This

means that two partial explanations are joinable if their root
causes do not conflict with each other, that is, there is at most
one state from each fault state partition.



Definition 15. The combined explanation of two partial expla-

nations, Sf = (Cf, Cf) anng = (Cg, Cf),is defined as
08y = ((¢f-ay) (e3P (cfnc).cfncy)

if the explanations are joinable.

Definition 16. An explanation, st = (CR , c* ), is complete if
‘CE n Fk’ =1 for all F, 00F. Where F is the partition of all

states in the model.
All the explanations in Table 2 are complete.

3.1 Choice of Explanations

One of the difficult problems when writing an alarm analysis
algorithm is to choose which of the explanations should be pre-
sented to the plant operator. This is not a problem that is spe-
cific to MFM, but rather a general problem [2, 12]. For
example, one of the following methods may be used:

1. Present the first explanation with the least number of
root causes.

2. Present the whole group of explanations with the
least number of root causes.

3. Present everything.

The drawback of method 1 and method 2 is that they may
miss the true explanation. However, it makes sense to choose
an explanation with as few root causes as possible, since it is
more probable that there is a single fault rather than a more
complicated failure situation. The drawback of method 3 is that
it may explode and that the amount of information presented to
the operator may be huge. However, if the explanations could
be presented in some ordered fashion, this may help in the pro-
cess of locating the true fault (faults).

It is also possible to make some other assumptions. For
example, the algorithms by Larsson [8] and Dahlstrand [1], use
the assumption that the root cause may only be one of the
observed states. In the case of the alarm situation in Figure 4,
both these algorithms will choose case B, and present it to the
operator. The drawback of this is that sometimes these methods
try to find a more complicated explanation than necessary, and
even worse the explanation may be wrong. Furthermore, the
algorithm by Larsson may give different results depending on
the order in which the alarms arrive to the supervision system.

4 The Two Tank Process

As an example of a somewhat larger process, with more com-
plicated alarm situations, the two tank process in Figure 6 will
be used. The process has a pump that pumps water from an
external water supply to the first tank. The two tanks are con-
nected by a pipe, and the second tank lets the water out to some

external environment. The purpose of this process is to keep
the water levels in the two tanks at a specified level.

In Out

Pump Tank 1 Tank 2

Keep Correct Level in Tanks

Mass Water Flow

Q0 @0 @0 N

Pump Tank 1 Outflow Tank2  Outflow Out

Figure 6. The two tank process and an MFM model rep-
resenting the flow of water in the two tank process.

The MFM functions in Figure 6 are, from left to right: A
source that is realized by the external water supply. A trans-
port, which is realized by the pump, a sforage that is realized
by tank 1, a transport that is realized by the pipe between the
two tanks, another storage that is realized by the second tank,
yet another transport, which is realized by the outflow from
tank 2, finally a sink that is realized by the environment’s capa-
bility of receiving water. The process is equipped with two sen-
sors. The first sensor measures the level in the first tank, and
the second sensor measures the level in the second tank.

Figure 7 shows the causal dependency graph, constructed
from the MFM model in Figure 6.
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In Pump Tank 1 Outflow Tank 2 Outflow Out

Figure 7. The causal dependency graph generated by
the MFM model in Figure 6.

Assume that the level in the first tank is observed as too
high, and that the level in the second tank is observed as too
low. If so, the inferred causal graph is the one shown in Figure
8. Definition 7 gives the possible root causes. Those are the
states within squares.



In Pump Tank 1 Outflow Tank 2 Outflow Out

Figure 8. The inferred causal graph when the level in
the upper tank is observed as too high, and the level in
the lower tank is observed as too low. The states in
squares are the possible root causes.

From the inferred causal graph and Definition 9 the five
partial explanations for the observations are shown in Table 3.
The states with gray background are the root causes. Only case
A is a complete explanation. Cases B through E are partial
explanations that can be combined in four different ways. The
complete explanations in Table 4 are all combinations of join-
able explanations in Table 3, see Definition 14 and Definition
15.

Out- Out-
in |Pump|Tank 1| ' |Tank 2| " | out
flow flow
Low High | Low Low Low
A oK Flow Vol. Flow Vol. Flow oK
B Low High High High } :
Cap. | Flow Vol. Flow
Low High High R }
c oK Flow Vol. | Flow
High | Low Low
D ) ) ) Flow | Vol. | Flow oK
E High Low High | Low
. . . Flow | Vol. | Flow | Cap.

Table 3. The partial explanations for the inferred causal
graph in Figure 8.

Based on the observations that the level in the first tank is
too high, and the level in the second tank is too low there exist
five complete explanations as shown in Table 4. Without any
other observations it is impossible for any alarm analysis algo-
rithm to distinguish between these solutions.

Depending on the choice of algorithm, different explana-
tions will be presented to the operator. The original MFM
alarm analysis algorithm by Larsson, and the algorithm by
Dahlstrand will both present explanation D to the operator.
Both these algorithms have the hidden assumption that only the
observed states may be the root cause.

In the failure situation in Figure 8 the most likely solution is
case A (Table 4), that is, that the pipe between the two tanks is
clogged. Case 4 is the most probable scenario since it is more
probable that there is a single fault rather than a more complex
failure situation. However, the other cases are not impossible.

For example, in case B the pump is providing too much water
to the first tank, and the level in tank two is too low. However,
if this situation continues, the level in the second tank will
probably fill up, and the level will be too high. The conse-
quence analysis done here should be considered as a snapshot
of the alarm situation. There is no temporal information, for
example, about the order in which the observations arrives to
the supervision system.

In Pump | Tank 1 Out- Tank 2 Out- Out
flow flow
Low High Low Low Low
A OK Flow Vgl. Flow Vol. Flow OK
B Low High High High Low Low OK
Cap. Flow Vol. Flow Vol. Flow
c Low High | High High Low High OK
Cap. Flow Vol. Flow Vol. Flow
Low | High High Low Low
D OK Flow Vgl. Flgw Vol. Flow OK
E OK Low | High High Low High Low
Flow Vol. Flow Vol. Flow | Cap.

Table 4. All complete explanations for the inferred
causal graph in Figure 8.

Depending on the placement of the sensors in the observed
process the conflicts may occur. That is, there may be situa-
tions where the fault state may, for example, be guessed as
either high or low. This is the case when the levels in both
tanks are observed as too high. The complete explanation for
this situation is shown in Table 5. Note that in case F the out-
flow from the upper tank is undetermined, that is, it impossible
to determine the fault state for the outflow. This is not as
strange as it may seem. If the level in tank 1 is higher than the
level in tank 2 (both is still too high) the pressure will cause the
water to flow from tank 1 to tank 2, however if the opposite is
true, the higher level in tank 2 may cause a backflow through
the pipe between the tanks.

In Pump | Tank 1 Out- Tank 2 Out- Out

flow flow
A Low High High High High High Low
Cap. | Flow Vol. Flow Vol. Flow | Cap.
B oK Low High High High High Low
Flow Vol. Flow Vol. Flow | Cap.
c oK Low High Low High High Low
Flow Vol. Flow Vol. Flow | Cap.

Low High Low High Low
b oK Flow VSI. Flow Vgl. Flow OK
E oK Low High Low High Low Low
Flow Vol. Flow Vol. Flow | Cap.
. ok | Low | High ':f\: High | High | Low
Flow Vol. Flow Vol. Flow Cap.

Table 5. All complete explanations for the alarm situa-
tion when the level in both tanks is observed as too high.
Note the conflict in case F.

The MFM alarm analysis algorithm by Dahlstrand will
present case F, while the algorithm by Larsson will present



either case B or case C depending on in which order the alarms
arrive to the supervision system.

5 Conclusions

In this paper an approach for analyzing the cause-effect rela-
tions in processes with flows of mass and energy has been pre-
sented. The structure of MFM makes the modeling effort a
relatively easy task, compared to ordinary expert systems. The
old alarm analysis algorithms [1, 8] are special cases of the
algorithm presented here.

The result of the alarm analysis algorithm presented here
may be several possible explanations that fit the current set of
observations. The explanations may then aid the plant operator
in locating the faulty components.

To handle uncertainties in the process, it would be interest-
ing to extend the approach used in this paper to include fuzzy
logic as well.

One of the difficult problems that is not addressed at all in
this paper is the question of how the present the result of the
alarm analysis to the plant operator. It is important that he can
retrieve all relevant information easily without being over-
whelmed by the amount of information.
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